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TALK TRACKS:

Insider Threats: Dealing with the Attacks That 
Can Cause the Greatest Harm   

Real-world insider threats causing the most harm go 
well beyond news headlines or Hollywood stories. What 
about the system administrator selling corporate data to 
acquisition targets? Or the employee trying to steal 
manufacturing process formulas and client lists? How 
quickly could your organization be breached by malicious 
insiders like these and how can your team catch them?  

Join Dave Balcar as he discusses the techniques used 
during specific investigations that helped uncover 
insider threats. We’ll get inside the minds of various 
kinds of malicious insiders—from the leaker, to the 
blackmailer, to the snooper, to the wannabe spy—and 
learn why every organization needs to expand their 
threat hunting to target these insiders.

Book David Today: dave@nexasure.ai
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24

Cyber Profiler,  DAVID BALCAR

“Security is a mission not an intermission”

Resiliency in a House of Cards: Safeguarding Data and Reducing Downtime
ALSO:

David Balcar is a recognized thought leader and distinguished Security Strategist and Cyber Profiler with over two decades 
of experience spanning security research, network penetration testing, incident response, and computer 
forensics. He has worked with law enforcement around the world on cyber security cases, including leading investigations, 
analyses, and providing key evidence after major security breaches. 

His dedication to advancing cybersecurity knowledge extends to founding the BSides Houston conference, further 
establishing him as a pivotal figure in the community. His affiliation with the High Technology Crime Investigation 
Association (HTCIA), and his engagements at forums like the National Information Security Group and Cyber Security 
Financial Services Exchange Asia underscore his commitment to cybersecurity excellence.
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The Synthetic Present:  What is Real in a World 
of DeepFakes?

In an era where digital illusions blur the lines between 
reality and fabrication, the rise of deepfake technology 
poses unprecedented challenges to our perception of the 
truth. Synthetic media is now dramatically transforming 
cybersecurity, privacy, and societal trust. 

Join Dave Balcar as he delves into the mechanisms 
behind deepfakes, their potential for misuse in 
disinformation campaigns, and the implications for 
individuals and organizations alike. By examining 
real-world cases and advanced detection 
methodologies, you’ll become equipped with the 
knowledge and tools necessary to navigate and secure 
an increasingly deceptive digital landscape.


